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Abstract

This paper describes a novel architecture for building soft-
ware wireless network interfaces. These interfaces, imple-
mented in user-level software, run on off-the-shelf PCs and
replace all of the link and many of the physical layer func-
tions typically implemented in dedicated hardware on a net-
work interface card (NIC). They provide all of the processing
needed to transform between wideband IF signals and net-
work packets. Moving this functionality into user-level soft-
ware has several advantages. Among other things, it makes
it easy to implement protocols that adapt to different appli-
cations and environmental conditions.

Our approach is compatible with the existing OSI protocol
stack, but supports a finer granularity of layering. This finer
granularity makes it possible for our NIC to dynamically
change functions, such as modulation technique, that are
fized in other NICs. It also offers interfaces that facilitate
interoperation with a variety of other systems, e.g., codecs.

We also present a brief description of our architecture which
allows these software NICs to be built, as well as a sample
NIC that runs on a PentiumPro, designed to interoperate
with a commercial 2.4 GHz ISM band frequency hopping
spread spectrum radio.

1 Introduction

The recent rapid growth in wireless network technology has
greatly expanded the capabilities of mobile computing de-
vices. However, the multitude of wireless network stan-
dards hinders seamless interoperability by requiring differ-
ent physical devices to interoperate with different networks.
Not only do wireless LANs operate in different RF bands,
but even those using the same band employ different coding,
modulation, and network protocols. The implementation of
network interface cards (NICs) in dedicated hardware lim-
its the flexibility of these devices. Our approach to solv-
ing this problem is to implement as much of the processing
as possible in software, allowing the NIC functionality to
be dynamically modified. Our software system provides all
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of the processing needed to transform between wideband
intermediate-frequency (IF) signals and network packets.
We have enabled the implementation of systems with the
following characteristics:

e Dynamic Flexibility: Devices that can dynamically
modify aspects of their processing such as modulation
or multiple access technique.

e Portability: A system that can run on a variety of
platforms and track the rapidly advancing technology
curve.

o Compatibility: Applications that can interoperate
with other hardware and software systems.

e Software Reuse: Simplify the process of developing
new applications by constructing a modular environ-
ment.

Our approach does not rely on special purpose DSP pro-
cessors, but rather on general purpose processors such as
the Intel Pentium or DEC alpha. The rapid advances in
processor clock speeds have made cycles available on the
scale required to perform these real-time tasks. Despite the
fact that today’s general purpose processors and operat-
ing systems were not explicitly designed to handle the con-
straints imposed by signal processing applications, we have
succeeded in designing a system for implementing compu-
tationally intensive real-time signal processing applications
on such platforms.

The next section describes the software architecture, and
the partitioning of the network and radio functions. Sec-
tion 3 outlines our general architecture for implementing
software network interfaces. An example network interface
with performance results is presented in section 4.

2 Software Architecture

Today, wireless networks are statically specified by their
built-in link and physical layer functions. In the future, we
envision systems that can dynamically modify their func-
tionality to interact with different systems and/or adapt to
changing conditions. For example, a cellular base station
could tailor its channel allocation and modulation scheme
based on traffic and environmental conditions, and then



indicate to each mobile unit what kind of radio to com-
pile. However, this requires a well defined way of describing
a communication system. The software radio architecture
presented in this paper consists of several well-defined pro-
cessing layers, which can be used to completely specify a
wireless communications system.

The layering presented in section 2.1 is a refinement of the
OSI layering model [Tan88], which subdivides the existing
Link and Physical layers. The signal processing involved in
these layers can be naturally subdivided into a finer grain
model, but has traditionally been lumped into one layer be-
cause of its implementation in dedicated hardware. For our
purposes, however, this is too coarse. To interoperate with
different networks, it may only be necessary to change small
parts of the existing layers. For example, two different sys-
tems may employ the same modulation and coding but use
different multiple access protocols, or a given system may
only need to change the type of coding to dynamically adapt
to changing channel conditions. To facilitate this flexibility,
we would like to create new network interfaces by simply
combining existing functional modules, rather than by writ-
ing a new piece of software for each NIC that encompasses
all of the functions in the link and/or physical layers.

While layering provides an excellent framework for modu-
larity, it can lead to an inefficient implementation [CT90].
Since many software radio applications involve intensive
data manipulation functions, the overhead of a layered im-
plementation can be quite significant. In the short term,
our engineering approach has been to group layers together
where necessary, but to insure that the grouping still uses
our interfaces at its edges. The penalty here is that our
ability to re-use software modules is at a coarser granular-
ity when these grouped layers are implemented. Our ap-
proach to dealing with the tradeoff between modularity and
efficiency is discussed in section 2.2.

2.1 Processing Layers

The definition of new layers is not something to be done
lightly. Too many layers would result in a cumbersome
programming model, so the layering must balance this cost
against the flexibility to be gained. The layers were defined
according to the design principles of the OSI model [Tan88].

Figure 1 illustrates the new sublayers, and their relation to
the OSI model. The function of the link layer is to take the
raw transmission facility and transform it into a line that
appears to be free of transmission errors to the network
layer. The traditional link layer (e.g. the X.25 protocol) is
preserved as the first sublayer entitled Link Framing , but
the sublayer of channel coding is added. A channel code is
designed specifically for one of three purposes: error detec-
tion, error correction or error prevention [LM94]. These are
clearly link layer functions, as they are used to facilitate the
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Figure 1: The Software Radio Layering Model shifts many
physical layer functions into software.

appearance of transmission medium that is free from errors.

The physical layer is concerned with transmitting bits over
a communication channel. Spectrum control over the physi-
cal layer can be achieved through the use of line coding, the
first sublayer of the physical layer. Unlike channel codes,
lines codes are not concerned with errors, but rather control-
ling the statistics of the data symbols, such as the removal
of baseline drift or undesirable correlations in the symbol
stream. The desired parameters are determined by physical
characteristics of the transmission medium.

The modulation sublayer is concerned with the transfor-
mation between symbols and signals. This not only in-
cludes traditional modulation functions such as QAM, but
also channel equalization functions. It is tempting to define
equalization as its own layer, but this would not be appropri-
ate for two reasons. First, it would violate the layering prin-
ciple that layer n on one machine carries on a conversation
with layer n on another machine. In general, equalization is
concerned with correcting for effects imposed by the chan-
nel, not by a corresponding function on the transmitter, so
there is no comparable layer on the transmission side with
which to communicate. The second reason is that equalizers
are an integral part of the transformation between signals
and symbols, and therefore should be part of the same func-



tional layer as modulation techniques.

Finally, we have the multiple-access sublayer, which includes
techniques such as TDMA and FDMA. The choice of mul-
tiple access technique is usually independent of the modu-
lation technique, and therefore should occupy its own layer.

In general a given system may contain only a subset of the
layers. However, one could think of such a system as con-
taining all of the layers, with default functions in some of
the layers that do not manipulate the data in any way. This
model provides a cleaner way of thinking about a system de-
sign.

One of the goals of layering is to minimize the information
flow across the layer boundaries. This is enforced by the
implementation of clean interfaces. There are four different
data types that exist at the interfaces of the software por-
tion of the layered structure described above: bytes, bits,
symbols and discrete signals. The data type required for
each interface is indicated on the right-hand side of figure 1.
The interface data structure also contains parameters rele-
vant to the data type, such as sampling frequency and bits
per sample in the case of discrete signals.

2.2 Integrated Layer Processing

A layered architecture provides functional modularity, but
often at the cost of efficiency in the implementation. One
approach is to use the layered architecture as a design tool,
but to separate this model from the engineering of any
particular application, where integrating layers can provide
significant performance gains [CT90],[AP93]. However, we
do wish to maintain some of the modularity of the lay-
ered model in the implementation, so that a given wireless
NIC can be dynamically modified by changing only a small
amount of code. The ability to dynamically incorporate
different protocols is enabled by a layered implementation.

On the other hand, the processing involved is quite inten-
sive, and it is often necessary to combine layers to achieved
the desired latency or throughput characteristics. In par-
ticular, the layers involved with the processing of discrete
signals involve many load and store operations because their
data sets are typically quite large. For example, the wave-
form associated with a single bit in the above example re-
quires a buffer of size Bit PeriodxSampling Frequency ~ 16
samples, and each sample requires two bytes of storage. A
typical IP packet containing an ICMP packet generated by
the “ping” application is 64 bytes. By the time each of these
bits are framed and then modulated up to the IF frequency,
the waveform requires over 20K bytes of storage. In order
to balance the tradeoff between flexibility and performance
we follow a few guidelines for implementing integrated layer
processing:

e Combine layers only if necessary to meet performance
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Figure 2: Block diagram of our software radio infrastruc-
ture. The hardware is used only to convert the desired RF
band down to the IF frequency, digitize it and stream the
samples into host memory. All subsequent processing of this
digital wideband IF signal is performed in software.

requirements, and then start by combining the layers
closest to the IF signal, as these will provide the largest
performance gains.

e Any combination of layers must still use the defined
interfaces at the edges

e Do not combine across OSI layer boundaries

We wish to leave as many layers separate as possible, so it
makes sense to start by integrating the layers that require
the most processing time. Using valid interfaces still allows
for modularity, albeit at a coarser level, and by separating
the OSI layers we leave open the ability to interoperate with
other software or hardware systems that implement these
layers.

3 Architecture

Our system architecture moves the analog/digital bound-
ary as close to the antenna as possible and moves the soft-
ware/hardware boundary right up to the wideband A/D
converter. This increases flexibility by bringing more func-
tions under software control. Since current A /D technology
and available processors will not support the direct sampling
of wide RF bands, our approach, as illustrated in figure 2,
is to use hardware only to convert the desired RF band
to the IF frequency, then directly sample the wideband IF
waveform and transfer these samples into host memory. All
subsequent processing is performed in user-level software.

The introduction of even this minimal amount of hardware
could significantly reduce our flexibility by locking us in
to a single RF band. However, multi-band frontends are
becoming available which allow the software to select the
center frequency and width of an RF band in the range
spanning 2 MHz to 2 GHz, and sample the specified band



at a resolution of 12 bits'. Such frontends will allow for
the construction of true multi-band, multi-mode software
radios. The system described in this paper used a frontend
that operates in the 2.5 GHz ISM band?, which allowed the
implementation of all functions in software, except for RF
band selection.

3.1 From Analog IF to Software

There are two stages in the conversion of the IF signal to
a software accessible form: digitizing the signal and trans-
porting the digital samples into the host computer’s main
memory. The IF signal is digitized using a 12-bit converter
from Analog Devices (AD9042) that is capable of digitiz-
ing signals at a maximum rate of 40 MSPS. This provides
a maximum of a 20 MHz IF bandwidth. Currently, we use
either direct or bandpass sampling [Wep95] of the IF band,
the next generation will take the entire RF band down to a
complex baseband signal.

Wideband radio applications require that data be trans-
ferred into host memory at a very high rate. For example,
to transfer a stream of 16-bit samples of a 10 MHz wide
IF band (i.e. a minimum 20 MHz sampling rate) to the
application, a 320 Mbits/sec data rate is required. Conven-
tional workstations have two I/O bottle necks which had
to be overcome. First, the available I/O ports on today’s
workstations cannot handle the required data rates. Sec-
ond, the path through the operating system between a de-
vice driver and the application is inefficient [Ous90]. To
overcome these limitations, we developed a PCI-based I/O
system which consists of two parts. The hardware com-
ponent, the GuPPI (for General Purpose PCI I/0), physi-
cally connects the analog frontend to the workstation’s I/O
bus. The software component, several operating system ad-
ditions, provide the means for the application to efficiently
access the sample streams.

The GuPPI provides the ability to burst data between the
analog frontend and main memory at near the maximum
I/O bus rate. In order to accommodate the jitter in the
availability of resources, we use memory to temporally de-
couple [TB96] the sample stream. FIFOs on the GuPPI,
connected to the A/D and D/A converters, decouple the
timing between the fixed rate domain of the analog fron-
tend and the variable rate I/O bus without losing any sam-
ples. This effectively absorbs any jitter caused by the bursty
access to the PCI bus. These functions are performed with-
out significant intervention from the processor; the required
processing overhead per sample is less than half a cycle.

The operating system support consists of a device driver for
the GuPPI and several small additions to the virtual mem-

! For example the Rockwell 95x family of wideband receivers.
2Constructed using evaluation boards from RF Micro Devices
[RF 97].

ory system, all for the Linux kernel. The total size of the
code is just under 1200 lines, with the virtual memory sys-
tem additions representing just 200 of those. Another im-
portant aspect of the additions is that they do not affect the
performance or functionality of any part of the system not
related to the GuPPT; all other applications run completely
unperturbed. The device driver provides for the continuous
transfer of data between the GuPPI and main memory while
absorbing jitter due to the scheduling of the signal process-
ing applications. Data buffers in the driver, which can be
as large as several hundred pages each, allow us to store
data when we don’t have enough cycles available, and then
catch up by processing the buffer faster than real-time when
the cycles become available. The virtual memory additions
provide low overhead, high-bandwidth transfer of data be-
tween the application and the device driver by eliminating
the expensive data copying between kernel and user space.

Running on a 200 MHz PentiumPro running Linux with a
33 MHz, 32 bit wide PCI bus, the I/O system has been
shown to support continuous sample streams at rates up to
512 Mbits/sec. The peak burst rates are 933 Mbits/sec for
input and 790 Mbits/sec for output. Details on the imple-
mentation can be found in [Ism98].

Once the data is in memory, the software must process the
data to produce a network frame. We have chosen to inter-
act with the operating system at the IP layer; the interface
to the kernel’s network stack is through our SoftLink device
driver. This driver appears to the kernel as just another net-
work device driver. However, instead of exchanging packets
between a hardware device and the IP layer, the SoftLink
driver exchanges packets between our user-level application
and the IP layer. For reception, the processing application
converts incoming IF data into an IP packet; this packet is
then handed to the SoftLink driver, which passes it on to
the IP layer in the kernel, just as the device driver for any
network card does. For transmission, the SoftLink driver
accepts IP packets from the network layer and hands them
up to the user-level process. Here the packet is processed
producing the IF waveform. This waveform is transferred,
via the GuPPI, to a 12-bit D/A converter (AD9713) which
outputs the analog IF waveform.

4 Example Network Interface

This section presents an implementation of a software NIC
designed to be compatible with a commercial frequency hop-
ping radio operating in the 2.4 GHz ISM band, employ-
ing FSK modulation and supporting a data rate of up to
625 kbps [Sha97]®. Parameters such as the FSK frequency
deviation and the spacing of the hopping channels can be
dynamically modified in software; the only constraints im-

3The NIC was designed to be compatible with the 2.4 GHz fre-
quency hopping radio from GEC Plessey, model DE6003.



posed by the hardware are the width of the IF band and
the RF band to which the signal is converted. The results
reported here utilized a 4.8 MHz wide IF band sampled at
10 MSPS with 12 bit resolution and an RF band centered at
2.45 GHz*. The transmission system generates continuous
phase waveforms at a sustainable data rate of 320 kbps while
hopping 1000 times per second; the reception currently runs
at a rate of 64 kbps, supporting the same hopping rate. The
following is a description of the transmission and reception
applications, together with a discussion of the design issues
and an evaluation of the performance of the system.

4.1 Transmission

The sequence of processing modules for the transmission ap-
plication is shown in figure 3. The system interfaces with
the host at the IP layer, through our SoftLink device driver.
The first level of processing is the network framing. For this
example, the packets were framed by inserting a start code
and byte stuffing the data. A length code, indicating the to-
tal length of the packet including the stuffed values, was also
inserted after the start code. The next module, representing
the channel coding, takes the sequence of bits output by the
network framing layer and performs byte framing, inserting
start, stop and parity bits. Note that this system does not
contain a line coding layer, which means that the symbols
input to the modulation layer are actually bits.

The conversion of each symbol into a discrete signal is per-
formed by the FSK module, representing the modulation
layer. The multiple access technique is frequency hopping,
which assigns the waveform to the appropriate IF frequency.
In this implementation we combined the modulation and
multiple access layers, which resulted a significant compu-
tational savings. This allowed us to directly generate the IF
sinusoid corresponding to the particular bit and hopping fre-
quency, rather than generating a sinusoid for each bit, and
then re-modulating that sinusoid to the appropriate hop-
ping frequency. All of the possible transmission waveforms
are known a priori. There are two possible waveforms, cor-
responding to 1 or 0 for each hop frequency. All of these
waveforms can be precomputed and stored at startup, sig-
nificantly reducing the computation required to produce the
transmitted waveform. On a 180 MHz PentiumPro. 2.2 us
were required for producing the IF waveform corresponding
to a single bit. This corresponds to a maximum possible
transmit data rate of ~ 450kbps.’

The generation of continuous phase waveforms is fairly
straightforward in software. The precomputed waveforms

4Gince these results were obtained, our system has been shown to
support real-time processing of IF bands sampled at 25 MSPS.

5The measurements were obtained using the PentiumPro cycle
counter. To insure that branch prediction did not lead to erroneous
cycle counts, the serializing “cpuid” instruction was executed prior to
each reading of the counter. The overhead of this instruction, plus
that of reading the cycle counter was quantified and subtracted out.

are actually oversampled, and only a sub-sampled set, cor-
responding to the output sampling rate, are copied into the
output buffer. The oversampling allows us to index in to
the buffer to match the phase, and the pattern is treated
as a circular buffer, allowing the generation of waveforms
for any bit period. After copying the samples to the output
buffer, the phase value is updated and used as the index for
the waveform corresponding to the next bit. In a similar
manner, we are able to maintain continuous phase between
hops, even when the hop occurs in the middle of the bit.

4.2 Reception

As is usually the case, reception is considerably more com-
plex than transmission, although the sequence of processing
modules is essentially the reverse of the transmission system
shown in figure 3. The receiver must detect the presence of
a valid transmission and sync to it, as well as perform the
inverse function of each of the transmission layers. Again,
combining the parameters of the frequency hopping and the
FSK demodulation, we constrained the receiver to look for
one of the two valid waveforms at a given hop frequency.
Separate functions were implemented to track the hopping
sequences, lock onto a bit boundary and demodulate the
bits. These bits are de-framed, and then the IP packet is
extracted. The SoftLink driver then hands the packet off
to the host IP layer for processing. The number of cycles
required for each reception function is given in table 1.

Function Time
Frequency Hopping | 0.5 us / hop
FSK lock 66.3 ps / bit
FSK Demodulation | 4.5 ps / bit
De-Byte Framing 5.7 us / bit
De-Packet Framing | 4.6 us / bit

Table 1: Average time required for each reception function
on a 180 MHz PentiumPro.

4.3 Real-Time performance

The system we have constructed is not a hard real-time sys-
tem, since it is implemented on a multi-tasking operating
system without explicit real-time support. In a hard real-
time system, each task has a deadline for completion, and
there is some mechanism to insure that this deadline is met.
Rather than insuring real-time performance with the tight
synchronous control over the processing that is typical of
many DSP and digital hardware designs, we take an ap-
proach that is statistical in nature. Although the actual
number of cycles available over any given period of time
varies due to demands on the system, the buffering and
temporal decoupling provided by the I/O subsystem allow
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Figure 3: Software components of the transmission application

us the require only that, on average, there are enough cycles
available to perform the necessary processing.

In order to quantify the performance of our system, we in-
troduce the notion of statistical real-time performance. We
characterize the system by defining a probability that the
work will be completed within the specified time limit, and
specifying the action that is to be taken when the deadline
is not met.

The probability is determined by profiling the algorithm un-
der the expected conditions on the work station. In this case
the expected load was simply a Linux workstation running
an X server, an NFS file system, and the usual network
daemons (e.g. sendmail, amd, etc.). In another case, the
expected load might involve other signal processing tasks,
or significant user activity.

Figure 4 shows the distribution of times required to extract
one bit using the FSK demodulation function from the ex-
ample of section 4. The probability that more than 10us
is required is less than 0.003 If we chose to stop the pro-
cessing after 10us and make an arbitrary decision as to the
value of the bit, this would correspond to an increase in the
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Figure 4: Histogram of the time required to perform the
FSK demodulation function on a 180 MHz PentiumPro.
Note that the vertical axis is on a logarithmic scale, and
the horizontal axis is in units of seconds. The probability
that more than 10 us are required for processing is less than
0.003.

probability of a bit error by only 0.0015.

The application presented in the previous section had no
mechanism to take alternate action when the deadline was
not met. This was acceptable for a packet network appli-
cation since jitter in packet arrival can be tolerated, and
the probability of missing the deadline was very low. How-
ever, this is not the case for many applications, such as full-
duplex voice communication. The action to be taken when
the deadline is not met is application dependent. Possible
actions could include dropping the data, continuing process-
ing for an additional period of time, saving the data to be
processed at a time when there are spare cycles available,
or using an estimate of the output values. Dropping the
data might be appropriate in applications such as a voice
system, where missing small a amount of data may be more
tolerable than an increase in latency.

The implementation of a mechanism to enforce statistical
real-time constraints is currently under development. The
system utilizes the exception handling methods in C++ and
microsecond resolution timers for Linux ¢. The system time
enforcement will likely be significantly coarser than a mi-
crosecond. However, this will still be useful to enforce con-
straints over an aggregate of processing functions or block
operations. However, the results of failures, and the appro-
priate actions will have to be re-evaluated in this light.

As processor speed has increased, many real-time applica-
tions, such as audio processing, have migrated from ded-
icated digital hardware into software. These applications
are able to run in real-time, without explicit real-time sup-
port in the operating system, because the number of cycles
available is considerably greater than the number of cycles
required by the application, and the probability of an event
that causes a deadline failure is very small. With computer
clock speeds continuing to double every eighteen months,
the probability of a given application missing a deadline will
continue to decrease. Furthermore, this brings an ever wider
range of real-time signal processing applications within the
grasp of systems based on general purpose processors run-
ning conventional, multi-tasking operating systems.

8Microsecond timers for Linux are under development at the Uni-
versity of Kansas, information on this project can be found at:
http://hegel.ittc.ukans.edu/projects/utime/



5 Summary

In this paper, we have described an approach for build-
ing software wireless interfaces. We also described the de-
sign and implementation of one instantiation of that archi-
tecture, a NIC designed to interoperate with an existing
commercial 2.4 GHz ISM band frequency-hopping spread-
spectrum radio.

This implementation and our experience with it demon-
strated some important facts about software NICs in general
and our layered architecture in particular:

o It is feasible to build software NICs that achieve good
performance,

e It is relatively easy, using our environment, to build
software NICs. The code implementing this particular
radio totaled only 520 lines of C++,

e Qur architecture facilitates constructing devices that
interoperate with existing systems, and

o Software NICs can ride the technology curve of com-
modity PCs. As PC’s get faster, our wireless NIC will
automatically get faster.

Our experiments did not illustrate one important potential
advantage of software NICs, the ability to implement func-
tionality that is not available through NICs that perform
their signal processing on dedicated hardware. In the long
run, this may be the most important advantage of all.
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